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1. Project Overview
This document provides complete technical documentation for the Kubernetes Todo Application. The application is a full-stack web project built with Python (Flask) as the backend, PostgreSQL as the database, and deployed on a local Kubernetes cluster using Minikube.

The project demonstrates core Kubernetes concepts including Deployments, StatefulSets, Services, ConfigMaps, Secrets, PersistentVolumes, and health probes — all running on a local developer machine.

1.1 Purpose
The application serves as a practical, hands-on demonstration of:
1. Containerising a Python web application using Docker
1. Deploying stateful (PostgreSQL) and stateless (Flask) workloads on Kubernetes
1. Managing configuration and secrets securely within a cluster
1. Persisting database data across pod restarts using Persistent Volumes
1. Exposing services to the host machine via NodePort

1.2 Technology Stack

	Component
	Technology

	Frontend / Backend
	Python 3.12, Flask 3.0.3

	Database
	PostgreSQL 16 (Alpine)

	Container Runtime
	Docker

	Container Orchestration
	Kubernetes (Minikube)

	WSGI Server
	Gunicorn 22.0.0

	DB Adapter
	psycopg2-binary 2.9.9

	Operating System
	Ubuntu (Linux VM)





2. Application Architecture
The application is structured as a two-tier architecture: a stateless web tier (Flask) and a stateful data tier (PostgreSQL). Both tiers run inside a dedicated Kubernetes namespace called todo-app.

2.1 Architecture Diagram (Logical)

  ┌─────────────────────────────────────────────────────────┐
  │                 Namespace: todo-app                     │
  │                                                         │
  │   [NodePort :30080]                                     │
  │        │                                                │
  │   todo-app-service (ClusterIP:80)                       │
  │        │                                                │
  │   ┌────┴──────────┐                                     │
  │   │  Deployment   │  (2 replicas)                       │
  │   │  todo-app     │                                      │
  │   │  Flask:5000   │                                      │
  │   └──────┬────────┘                                     │
  │          │ DB_HOST env var                              │
  │   postgres-service (ClusterIP:5432)                     │
  │          │                                              │
  │   ┌──────┴────────┐                                     │
  │   │  StatefulSet  │  (1 replica)                        │
  │   │  postgres     │                                      │
  │   │  PG:5432      │                                      │
  │   └──────┬────────┘                                     │
  │          │                                              │
  │   PersistentVolumeClaim ──► PersistentVolume            │
  │   (/var/lib/postgresql)     (/mnt/data/postgres)        │
  └─────────────────────────────────────────────────────────┘

2.2 Component Descriptions

	Component
	Role

	Flask Deployment
	Stateless web app. 2 replicas for availability. Connects to PostgreSQL via environment variables.

	PostgreSQL StatefulSet
	Stateful database. 1 replica. Uses a PVC for persistent data storage.

	todo-app-service
	NodePort service exposing the Flask app on port 30080 to the host machine.

	postgres-service
	ClusterIP service allowing Flask pods to reach PostgreSQL by hostname.

	postgres-headless
	Headless service for StatefulSet DNS resolution.

	postgres-secret
	Kubernetes Secret storing DB username, password, and DB name.

	postgres-init-sql
	ConfigMap containing the SQL schema initialisation script.

	PersistentVolume
	HostPath PV (2Gi) on the Minikube node at /mnt/data/postgres.





3. Project Directory Structure
The project is located at ~/k8s-todo-app on the Ubuntu machine. The structure is as follows:

k8s-todo-app/
├── prepare-app.sh          # Checks tools, starts Minikube, builds Docker image
├── start-app.sh            # Deploys all Kubernetes resources
├── stop-app.sh             # Removes all Kubernetes resources
├── app/
│   ├── app.py              # Main Flask application
│   ├── Dockerfile          # Container build instructions
│   ├── requirements.txt    # Python dependencies
│   └── templates/
│       └── index.html      # Frontend HTML template (Jinja2)
└── k8s/
    ├── namespace.yaml      # Kubernetes Namespace definition
    ├── configmap.yaml      # SQL init script ConfigMap
    ├── statefulset.yaml    # PV + PVC + Secret + StatefulSet
    ├── service.yaml        # NodePort + ClusterIP + Headless services
    └── deployment.yaml     # Flask app Deployment



4. Setup & Prerequisites
4.1 Required Tools
The following tools must be installed on your Ubuntu machine before running the application:

	Tool
	Purpose

	Docker
	Container runtime — builds and runs containers

	Minikube
	Local Kubernetes cluster — runs K8s on your laptop

	kubectl
	Kubernetes CLI — sends commands to the cluster



4.2 Verify Installations
Run the following commands to confirm each tool is available:

docker --version
minikube version
kubectl version --client

4.3 Docker Group Membership
Ensure your user is in the docker group so Minikube can use Docker as its driver without sudo:

sudo usermod -aG docker $USER
newgrp docker



5. File-by-File Explanation
5.1 app/app.py — Flask Application
This is the core Python application. It uses Flask as the web framework and psycopg2 to communicate with PostgreSQL.

Key Functions
1. get_db() — Establishes a database connection, retrying up to 10 times with 2-second delays. This handles the case where the app pod starts before PostgreSQL is fully ready.
1. init_db() — Creates the todos table if it does not already exist. Called once at startup.
1. index() — Renders the homepage, fetching all todos ordered newest first.
1. add() — Inserts a new todo from the form POST data.
1. toggle() — Flips the done boolean for a given todo ID.
1. delete() — Removes a todo by ID.
1. health() — Returns {status: ok} — used by Kubernetes liveness and readiness probes.

Database Configuration
The application reads database connection details from environment variables, with defaults for local development:

DB_HOST = os.environ.get('DB_HOST', 'postgres-service.todo-app.svc.cluster.local')
DB_NAME = os.environ.get('DB_NAME', 'tododb')
DB_USER = os.environ.get('DB_USER', 'postgres')
DB_PASS = os.environ.get('DB_PASS', 'postgres123')

5.2 app/Dockerfile — Container Definition
The Dockerfile defines how the Flask app is packaged into a container image:

FROM python:3.12-slim          # Lightweight base image
WORKDIR /app                   # Set working directory
COPY requirements.txt .        # Copy deps first (layer caching)
RUN pip install ...            # Install Python packages
COPY app.py .                  # Copy application code
COPY templates/ templates/     # Copy HTML templates
RUN useradd -m -r appuser ...  # Create non-root user
USER appuser                   # Run as non-root (security)
EXPOSE 5000                    # Document the port
CMD [...]                      # Init DB then start Gunicorn

The image is built inside Minikube's Docker daemon (not the host's) so that Kubernetes can pull it locally without a registry.

5.3 k8s/namespace.yaml — Namespace
Creates an isolated namespace called todo-app. All resources in this project live inside this namespace, keeping them separate from other workloads on the cluster.

5.4 k8s/configmap.yaml — Database Init Script
Stores the SQL schema creation script. The script is mounted into the PostgreSQL container at /docker-entrypoint-initdb.d/, which PostgreSQL executes automatically on first startup. It creates the todos table and seeds five example rows.

5.5 k8s/statefulset.yaml — PostgreSQL
This file defines four resources in one:

1. PersistentVolume (PV) — A 2Gi hostPath volume on the Minikube node at /mnt/data/postgres. Data persists even if the PostgreSQL pod is deleted.
1. PersistentVolumeClaim (PVC) — Claims 2Gi of storage from the PV. Bound to the postgres pod.
1. Secret — Stores POSTGRES_USER, POSTGRES_PASSWORD, and POSTGRES_DB as base64-encoded values. Injected into the container as environment variables.
1. StatefulSet — Manages the postgres:16-alpine container. Includes liveness (pg_isready) and readiness probes. Mounts both the PVC (for data) and the ConfigMap (for init SQL).

5.6 k8s/service.yaml — Network Services
Three services are defined:

	Service
	Purpose

	todo-app-service
	NodePort on 30080. Exposes Flask to your browser on http://<minikube-ip>:30080.

	postgres-service
	ClusterIP on 5432. Allows Flask pods to reach PostgreSQL by the hostname postgres-service.todo-app.svc.cluster.local.

	postgres-headless
	Headless (clusterIP: None). Required by the StatefulSet for stable DNS-based pod identity.



5.7 k8s/deployment.yaml — Flask App
Manages 2 replicas of the Flask container. Key features:

1. initContainer: wait-for-postgres — Uses busybox to run nc -z (TCP check) in a loop until PostgreSQL port 5432 is reachable. This ensures Flask never starts before the database is ready.
1. imagePullPolicy: Never — Tells Kubernetes to use the locally-built Docker image instead of pulling from Docker Hub.
1. Environment variables — DB credentials are injected from the postgres-secret Secret.
1. Resource limits — CPU and memory requests/limits are set to prevent the pod from consuming unlimited cluster resources.
1. Liveness probe — Hits /health every 10 seconds. If it fails, Kubernetes restarts the pod.
1. Readiness probe — Hits /health every 5 seconds. Pod only receives traffic once this passes.



6. Shell Scripts
6.1 prepare-app.sh
Run this first, before deploying to Kubernetes. It performs three tasks:

1. Tool check — Verifies that minikube, kubectl, and docker are all installed and on the PATH.
1. Minikube start — Starts a Minikube cluster using the Docker driver with 2GB RAM and 2 CPUs, if not already running.
1. PV directory creation — SSHs into the Minikube VM and creates /mnt/data/postgres with open permissions, which the PersistentVolume hostPath requires.
1. Docker image build — Points Docker at Minikube's internal daemon (eval $(minikube docker-env)) and builds todo-app:latest from the app/ directory.

cd ~/k8s-todo-app
bash prepare-app.sh

6.2 start-app.sh
Deploys the entire application to Kubernetes in the correct order:

1. Applies namespace.yaml
1. Applies configmap.yaml
1. Applies statefulset.yaml (PV, PVC, Secret, StatefulSet)
1. Applies service.yaml
1. Waits for PostgreSQL StatefulSet to become ready (up to 3 minutes)
1. Applies deployment.yaml
1. Waits for Flask Deployment to become ready (up to 2 minutes)
1. Prints the minikube IP and access URL

bash ~/k8s-todo-app/start-app.sh

6.3 stop-app.sh
Tears down all Kubernetes resources in reverse order. Uses --ignore-not-found=true so the script does not fail if resources were already deleted.

bash ~/k8s-todo-app/stop-app.sh



7. Step-by-Step Deployment Guide
Follow these steps in order on your Ubuntu machine to deploy the application from scratch.

Step 1 — Create Project Files
mkdir -p ~/k8s-todo-app/app/templates ~/k8s-todo-app/k8s ~/k8s-todo-app/sql
# Then create each file using the cat > ... << 'EOF' commands
# (see Section 3 for the complete file listing)

Step 2 — Prepare the Environment
cd ~/k8s-todo-app
bash prepare-app.sh

# Expected output:
# === Checking tools ===
#   v minikube
#   v kubectl
#   v docker
# === Starting minikube ===
#   v minikube running
# === Building Docker image ===
#   v Image built

Step 3 — Deploy to Kubernetes
bash start-app.sh

# Expected output:
# === Creating Namespace ===
# === Creating ConfigMap ===
# === Creating StatefulSet ===
# === Creating Services ===
# === Waiting for PostgreSQL... ===
# statefulset.apps/postgres successfully rolled out
# === Creating Deployment ===
# deployment.apps/todo-app successfully rolled out
# === App is UP! ===
# Open: http://192.168.x.x:30080

Step 4 — Access the Application
# Option A: Open directly
minikube ip   # get the IP, then open http://<IP>:30080

# Option B: Use minikube tunnel
minikube service todo-app-service -n todo-app



8. Kubernetes Concepts Used

	Concept
	How It Is Used

	Namespace
	Logical isolation for all app resources under todo-app.

	Deployment
	Manages the stateless Flask pods. Ensures 2 replicas are always running.

	StatefulSet
	Manages the stateful PostgreSQL pod. Provides stable identity and ordered startup.

	Service (NodePort)
	Exposes the app externally on a fixed port (30080) on the Minikube host.

	Service (ClusterIP)
	Internal-only service for pod-to-pod communication.

	Service (Headless)
	Required by StatefulSet for DNS-based stable pod naming.

	ConfigMap
	Stores non-sensitive config (SQL init script) separate from the image.

	Secret
	Stores sensitive data (DB password) encoded and injected as env vars.

	PersistentVolume
	A piece of storage provisioned on the host node.

	PersistentVolumeClaim
	A request for storage by the PostgreSQL pod.

	initContainer
	wait-for-postgres runs before the Flask container starts, ensuring DB readiness.

	Liveness Probe
	Kubernetes health check — restarts the pod if /health fails.

	Readiness Probe
	Kubernetes traffic check — removes pod from load balancer if /health fails.

	Resource Requests/Limits
	Guarantees minimum CPU/memory and caps maximum usage per pod.





9. Useful kubectl Commands
9.1 Checking Status
# List all pods in the namespace
kubectl get pods -n todo-app

# Detailed pod info (events, restarts, IP)
kubectl describe pod <pod-name> -n todo-app

# List all services
kubectl get svc -n todo-app

# List PV and PVC
kubectl get pv,pvc -n todo-app

9.2 Viewing Logs
# Flask app logs
kubectl logs -n todo-app deployment/todo-app

# Follow logs in real time
kubectl logs -n todo-app deployment/todo-app -f

# PostgreSQL logs
kubectl logs -n todo-app statefulset/postgres

9.3 Debugging
# Open a shell inside the Flask pod
kubectl exec -it -n todo-app deployment/todo-app -- /bin/sh

# Connect to PostgreSQL directly
kubectl exec -it -n todo-app postgres-0 -- psql -U postgres -d tododb

# Check events (great for diagnosing startup failures)
kubectl get events -n todo-app --sort-by='.lastTimestamp'

9.4 Scaling
# Scale Flask replicas up or down
kubectl scale deployment/todo-app -n todo-app --replicas=3



10. Troubleshooting

	Symptom
	Fix

	Pod stuck in Pending
	Run: kubectl describe pod <name> -n todo-app. Usually a PVC not bound — check that /mnt/data/postgres exists inside Minikube (run prepare-app.sh again).

	ImagePullBackOff
	The image was not built inside Minikube's Docker daemon. Re-run prepare-app.sh to rebuild.

	Flask CrashLoopBackOff
	Usually a DB connection failure. Check that postgres pod is Running first. View Flask logs: kubectl logs -n todo-app deployment/todo-app.

	postgres-0 not ready
	Wait up to 3 minutes. If it times out, check PVC is Bound and the init SQL has no syntax errors.

	Cannot open browser URL
	Run: minikube service todo-app-service -n todo-app — this auto-opens the correct URL.

	Old data showing after redeploy
	The PV uses Retain policy — data persists. To reset: run stop-app.sh, then manually delete /mnt/data/postgres inside Minikube.





11. Stopping and Cleanup
11.1 Stop the App (keep Minikube running)
bash ~/k8s-todo-app/stop-app.sh

11.2 Stop Minikube
minikube stop

11.3 Full Cleanup (delete cluster)
minikube delete
# This deletes all cluster data including the PersistentVolume



12. Summary
This project demonstrates a complete, production-style deployment pipeline on a local Kubernetes cluster. The key takeaways are:

1. Docker is used to package the Flask application into a portable container image.
1. Kubernetes Deployments manage stateless workloads (Flask) with multiple replicas and automatic restarts.
1. Kubernetes StatefulSets manage stateful workloads (PostgreSQL) with stable identity and persistent storage.
1. Secrets keep sensitive credentials out of source code and YAML files.
1. ConfigMaps separate configuration from application logic.
1. PersistentVolumes ensure database data survives pod restarts and redeployments.
1. Health probes (liveness + readiness) give Kubernetes the information it needs to self-heal the application.
1. initContainers enforce startup ordering between dependent services.

The application is now fully running and accessible at http://<minikube-ip>:30080. Use start-app.sh and stop-app.sh to manage the lifecycle, and refer to Section 9 for day-to-day kubectl commands.
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