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Introduction



WireGuard is a fast and secure VPN solution® using “modern” but not
quantum-resistant cryptography. It features:

- authentication,

- identity hiding,

- perfect forward secrecy,
- high-speed.

WireGuard's protocol establishes a secure tunnel between client and server using a
symmetric session key derived from a handshake.

As doubling the symmetric key size is enough to provide quantum security, the research

focus is put on quantum resistance of the handshake protocol.
1Donenfeld, “WireGuard: Next Generation Kernel Network Tunnel”.




State of the art PQ-VPN

Microsoft’s team proposed a PQ variant? of the OpenVPN protocol,
using FrodoKEM or SIDH.
Hilsing et al® added PQ security to WireGuard’s handshake using McEliece and Saber.
The PQ-WireGuard software integrates AVX optimizations and is implemented directly in
the Linux kernel space.

. Time in ms
Protocol Traffic in bytes | # of IP packets - ime |
Client [ Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30

Figure 1: Performance of handshake protocols.

Zpaquin, Easterbrook, and Kane, Post-quantum Cryptography VPN.
3Hmsmg et al,, “Post-quantum WireGuard”.



Possible trade-offs

While the communication and computational costs are both important, one can prevail
according to the setting:

- low execution time is preferred to save on computational resources (relevant for
both client and server, but most especially for the client, which performs concurrent
tasks, compared to the dedicated server),

- a bandwidth-restrained scenario requires lighter traffic.



Following the steps of
Hulsing et al.



Fujioka transform

Initiator Responder
(spki, ssk;) (spkr, sskr)

epR;, esk; := CPAKEM.KeyGen()
Cr, Sr := CCAKEM.Encaps(spRr)

92
s} := CCAKEM.Decaps(ssky, cr)
Cj, SSj := CCAKEM.Enc(spR;)
¢, s := CPAKEM.Enc(epk;)
€,
. ca

s/ := CCAKEM.Decaps(sski, 1)

s’ := CPAKEM.Decaps(esk;, c)
return ss; := KDF(s',s/,sr) return ss, := KDF(s, S, s)

Figure 2: Fujioka's transform* combining two KEMs to obtain an AKE.

‘*Fujioka et al,, “Strongly Secure Authenticated Key Exchange from Factoring, Codes, and Lattices”.



CRYSTALS-Kyber

Kyber® is a Key Encapsulation Mechanism (KEM) among NIST's finalists.
It is defined by a tuple: KeyGen; Encaps; Decaps.

Kyber is constructed over a weakly secure LWE-based encryption scheme using the
Fujisaki-Okamoto (FO) transform.

The security of Kyber can be reduced to a lattice problem, and the simple underlying
arithmetic structure offers great performance.

5Bos et al,, “CRYSTALS - Kyber: A CCA-Secure Module-Lattice-Based KEM".



We build on the Go implementation of the classical WireGuard software, and use our
non-optimized Go Kyber implementation, with a recommended security level.

Protocol Traffic in bytes | # of IP packets .Tlme In ms
Client | Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30
Our work (K+K) 4816 4 0.64 0.43

Figure 3: Performance of handshake protocols.




Optimizing the execution time




Tweaked Kyber

We start by removing the FO transform and build a CPA-secure KEM instance over Kyber's
encryption scheme directly.

For the recommended security level, Kyber has a decapsulation failure rate of 1 out of 10%
which, compared to a standard packet drop rate of 1 out of 10°, can be disproportionate.

Higher outputs compression for CPA secure Kyber instance:
- reduces the size of the ciphertext and/or public key,

- boosts performance,

- increases security.



Protocol Traffic in bytes | # of IP packets - Time in ms

Client | Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30
Our work (K+K) 4816 4 0.64 0.43
Our work (K+tK) 3760 4 0.50 0.29

Figure 4: Performance of handshake protocols.




We noticed that there is no way to tweak Kyber's parameters to use only two packets
without compromising on the security or getting too many decapsulation failures.

As the main bottleneck comes from the size of ciphertexts in the Kyber CCA-secure
instance, we deviate from Hulsing et al. approach and use another AKE construction.



Optimizing the traffic




Del Pino transform

Initiator Responder
(spki, ssk;) (spkr, sskr)

epR;, esk; := CPAKEM.KeyGen()
o; := DSA.Sign(ssk;, epk;)
a,,epk,

if DSA.Verify(spki, oi,epk;) == false: abort
¢, s := CPAKEM.Enc(epk;)
o := DSA.Sign(ssky, c)

c,or

-— >

if DSA.Verify(spkr, or,Cc) == false: abort
s’ := CPAKEM.Decaps(esk;, c)
return ss; := KDF(s', o, o) return ss, := KDF(s, o, or)

Figure 5: del Pino’s transform® combining a KEM and a DSA to obtain an AKE.

6del Pino, Lyubashevsky, and Pointcheval, “The Whole is Less Than the Sum of Its Parts: Constructing More Efficient
Lattice-Based AKEs". 10



Rainbow’ is a Digital Signature Algorithm (DSA) among NIST's finalists.
It is defined by a tuple: KeyGen; Sign; Verify.

Rainbow is based on multivariate cryptography and stands out because of its very small
signature size.

’Ding and Schmidt, “Rainbow, a New Multivariable Polynomial Signature Scheme”.

1



Protocol Traffic in bytes | # of IP packets - Time in ms

Client | Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30
Our work (K+K) 4816 4 0.64 0.43
Our work (K+tK) 3760 4 0.50 0.29
Our work (R+tK) 1816 2 5.7 5.4

Figure 6: Performance of handshake protocols.



Conclusion




Protocol Traffic in bytes | # of IP packets - Time in ms

Client | Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30
Our work (K+K) 4816 4 0.64 0.43
Our work (K+tK) 3760 4 0.50 0.29
Our work (R+tK) 1816 2 5.7 5.4

Figure 7: Performance of handshake protocols.

Results summary



Conclusion

The performance of a VPN application can benefit from exploring its various dimensions
and proposing relevant trade-offs.

We show that using different cryptographic tools allows for competitive results for all
settings.We highlight the fact that our primary goal is not to directly compare the
performances of different software or platforms, but to experimentally demonstrate the
practicality of post-quantum cryptography.

For future work, we want to integrate optimizations and eventually port our
implementations to the Linux kernel space to further increase performance.

14
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Extended Results

Protocol Traffic in bytes | # of IP packets Tlme inms
Client | Server
PQ-OpenVPN 8996 23 1277 1269
PQ-WireGuard 2532 2 0.92 0.30
Security Level > 1
Our work (K+tK) 3120 4 0.40 0.26
Our work (R+tK) 1620 2 4.6 4.7
Hybrid
Our work (K+tK) 3760 4 0.50 0.29
Our work (R+tK) 1816 2 5.7 5.4
Security Level > 3
Our work (K+tK) 4304 4 0.59 0.34
Our work (R+tK) 2360 2 6.2 5.9

Figure 8: Performance of handshake protocols.




Tweaked Instances

dy | dv | dpc | Failure Rate | Public key Size | Ciphertext Size
t-Kyber512 8 3 9 27" 608 608
t-Kyber768 9| 3 8 2713 800 960

Figure 9: Internals.
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