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ABSTRACT In this paper we will discuss some of the dominant VPN technologies have been reviewed and compared.

Finally, a comparison is made among different VPN technologies and a decision is made to choose a particular

VPN technology to add mobility support.

1. Introduction

A Virtual Private Network (VPN) is a connection which provides
secure private communication over an insecure network such
as the public network [19]. Typically, a VPN provides connec-
tions between fix network devices. The term “Private” means
that all the traffic inside the VPN is encrypted and the resources
are only shared among an authorized group of users, and are
controlled by different levels of access control. The term “Virtu-
al” indicates that VPN looks like a private network from the us-
er’s perspective and consists of an independently administered
virtual topology, although the underlying network is shared
by anyone using the network. Furthermore, VPN is cheap, as it
normally uses the public network instead of costly leased line
services.

Originally, the VPN was associated with Frame Relay networks
[10]. Companies used dedicated lines and layer 2 services such
as Frame Relay to interconnect their nodes with links that they
owned. Frame relay networks are considered secure, as custom-
er traffic will be sent through a predetermined path (Permanent
Virtual Circuit). However, with the rapid development of IP net-
work, VPN began to migrate from a conventional Layer 2 Frame
Relay to a Layer 3 IP-based network.

The primary advantages of IP VPNs over Frame Relay VPNs

are:

¢ Reduced network cost (Internet Service Providers charge
more for a Frame Relay Permanent Virtual Circuit).

« Easy to provide network connectivity to geographically dis-
persed offices and remote users.

* Convergence of other services such as voice and video,
which reduces cost.

Currently, VPNs provide connections at different OSI layers.
VPN has become more and more popular for a variety of rea-
sons; a VPN can be encrypted for security or to defeat firewalls
and proxy servers. VPNs make it easier to manage geographi-
cally separated physical networks as if they were one network.
Businessmen and other persons from remote offices often use
VPNs to connect to company networks.

2. VPN Classification
VPN can be classified in a variety of ways.

2.1 By topology:

2.1.1 Peer to Peer VPN

Peer to Peer VPN sets up a secure tunnel between two comput-
ers via public networks. An IP address will be assigned to each
end of the tunnel so that the two computers can communicate
with each other as if they are connected by a physical Ethernet
cable. The limitation of Peer to Peer VPN is that the VPN tun-
nel can be shared by only two computers. This solution is not
widely used due to the limitation. The topology of Peer to Peer
VPN is shown as follows
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Figure 1: Peer to Peer VPN

2.1.2 Client to Server VPN

Client to Server VPN sets up a secure tunnel between a VPN cli-
ent and a specific network via public networks. The VPN client
can connect to all the computers inside the specific network.
However, unlike peer to peer VPN, Client to Server VPN only en-
crypts the traffic between VPN Client and VPN server, and the
traffic between VPN server and other computers in the specific
network is not protected. Although it does not protect the full
path between end users(no protection within the company net-
work), client to server VPN is widely used in today’s networks
because businessmen outside usually want to connect to com-
pany network, not a single computer.

Figure 2: Client to server VPN

2.1.3 Site to Site VPN

Site to Site VPN sets up a secure tunnel between 2 networks via
the public Internet where the tunnel endpoints are a VPN con-
centrator and a VPN server. These VPNs only encrypt the traffic
between VPN concentrators and VPN servers, and any traffic
outside the tunnel endpoints is not protected. Site to Site VPN is
widely used between company’s main office and remote office.
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Figure 3: site to site VPN
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2.2 By protocols:

The choice of a VPN protocol depends on the type of traffic to
be sent via the tunnel. VPN protocols can be classified according
to OSI layers of received packets used for encryption. There are
currently 3 kinds of VPN:

2.2.1 Layer 2 VPN

A Layer 2 VPN encapsulates packets on the OSI Layer 2: Data
Link Layer. Main Layer 2 VPN protocols are: Layer 2 MPLS VPN,
OpenVPN, PPTP and L2TP. Chapter 2.3 discusses the details of
Layer 2 VPN protocols.

2.2.2 Layer 3 VPN

Layer 3 VPN encapsulates packets on the OSI Layer 3: Network
Layer. Main Layer 3 VPN protocols are: Layer 3 MPLS VPN, IPsec
and OpenVPN. Chapter 2.4 discusses the details of Layer 3 VPN
protocols.

2.2.3 Layer 4 VPN

Transport Layer Security (TLS) and its predecessor Secure
Sockets Layer (SSL) are Layer 4 VPN protocols that encrypt
segments of network connections at the OSI Layer 4 (transport
layer). A prominent use of TLS is for securing web traffic carried
by HTTP to form HTTPS. Although TLS is widely used, it can only
encrypt Layer 4 packets, not lower layers. This greatly limits its
applications.

2.3 Layer 2 MPLS VPN

Multiprotocol Label Switching (MPLS) [17] is a mechanism used
in high-performance networks and it carries data from one net-
work node to the other. In an MPLS network, labels are added to
each data packet and packets are switched according to these la-
bels. MPLS is a scalable protocol as MPLS labels can be added to
various network protocols. Layer 2 MPLS VPN is a type of Virtu-
al Private Network (VPN) that uses MPLS labels to transport OSI
Layer 2 packets. It is commonly used when customers want to
communicate between remote offices through the Internet Ser-
vice Provider (ISP) network [12], but they have no access to the
public Internet. The edge routers on the Service provider side
are called Provider Edge (PE) routers and the edge routers on
the customer side are called Customer Edge (CE) routers. The
topology of a Layer 2 MPLS VPN network is shown in Figure 4.
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Figure 4 : Layer 2 MPLS Network Topology

Layer 2 MPLS VPN networks are quite fast. All kinds of traffic,
i.e. Frame Relay (FR), Asynchronous Transfer Mode (ATM) and
Ethernet traffic, can be sent through the network. The Provider
Edge (PE) routers are not responsible for routing and they only
forward packets according to Layer 2 information and MPLS
labels. All traffic going through Internet Provider’s network
is protected by Layer 2 MPLS VPN because other customers
cannot access these packets. Security is a big issue for Layer 2

MPLS VPN. If several customers share a Layer 2 medium on ISP
network, there is often no control over the packets transferred
to that device so that the packets from other customers can be
easily captured. The chance for using exclusive network devices
on ISP network is very limited because of the high cost. One
solution is to use a port-based Ethernet connection between
two physical data ports provided across an MPLS network. This
means that the Layer 2 packets are encapsulated in 802.1Q Eth-
ernet frames and sent to the destination. Another big security
issue is that Layer 2 MPLS VPN packets are not encrypted in ISP
network[11]. Layer 2 MPLS VPN has not been chosen to add mo-
bility support because of its security issues.

3. OpenVPN

OpenVPN is an open source Layer 2 or Layer 3 tunneling pro-
tocol. It works by encapsulating Layer 2 and Layer 3 packets
inside UDP or TCP packets and sending them to the destina-
tion. It uses OpenSSL for encryption and implements SSL and
TLS (the advanced and standardized version of SSL) [2]. It uses
pre-shared, certificate-based, and username/password-based
key for authentication. It is capable of establishing direct links
between computers across network address translators (NATs)
and firewalls. It is easy to configure but it has not been widely
used [5]. The packet structure of Open VPN is shown in Figure 5.
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Figure 5: Packet Structure of OpenVPN

The main problem in OpenVPN is security. The key exchange in
TLS is weak, for example completely anonymous sessions are
vulnerable to man-in-the-middle attacks and public key and
private keys are exposed in RSA key exchange. OpenVPN is not
recommended when security is a concern [3]. OpenVPN by itself
is not useful for mobile business scenarios as it has no native
ability to cope with mobile clients.

3.1 Point-to-Point Tunneling Protocol (PPTP)

PPTP [1] is a layer 2 tunneling protocol which works by send-
ing a regular PPP session [16] to a peer with the Generic Rout-
ing Encapsulation (GRE) protocol. A second session is used
to initiate and manage the GRE session. This session is a sim-
ple TCP connection from the PPTP client to port 1723 on the
PPTP server. PPTP also works in sending IPX packets [7].The
main disadvantage in PPTP is the security. PPTP itself does not
specify any authentication or encryption algorithms, and the
only algorithms used are inside the PPP sessions [16]. Microsoft
Challenge-handshake authentication protocol (MS-CHAP) [14]
and Microsoft Point-to-Point Encryption (MPPE) [15] are used
for PPP authentication and encryption. MS-CHAP is known to
be a weak algorithm, easily cracked by software such as LOpht-
crack. MPPE is also weak in security because an attacker can
spoof resynchronize keys packets easily [13]. Also, there are
many unauthenticated control packets that are readily spoofed
[1]. PPTP is widely used in Microsoft Windows and some parts
of it are patent encumbered. It has no native ability to cope with
mobile clients.

3.2 Layer 2 Tunneling Protocol (L2TP)

L2TP [8] is an open source layer 2 tunneling protocol. It is origi-
nally used to encapsulate PPP frames into UDP packets and send
UDP packets over existing networks. The two endpoints of an
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L2TP tunnel are the LAC (L2TP Access Concentrator) and the
LNS (L2TP Network Server). The LAC receives PPP packets from
users, encapsulates the PPP packets into UDP packets and then
sends these to the LNS. The LNS decapsulates the UDP packets
and sends the PPP packets to the destination computers. IP
packets can also be tunnelled through L2TP and the process of
tunneling IP packets is similar to that of tunneling PPP packets.
L2TP does not provide strong authentication by itself and often
uses IPsec to secure the tunnel [8]. The topology of an L2TP tun-
nel is shown in Figure 6.
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Figure 6 : L2TP Topology

A problem with L2TP/IPsec tunneling is that it does not sup-
port NAT. However, IPv6 (next generation network) has an al-
most infinite number of addresses that makes NAT unnecessary
[6]. L2TP by itself is not useful for mobile business scenarios as
there is no native ability to cope with mobile clients.

3.3 Layer 3 MPLS VPN

Similar to Layer 2 MPLS VPN, Layer 3 MPLS VPN, also known as
L3VPN, is a type of VPN that uses MPLS labels to transport OSI
Layer 3 packets. It is commonly used when customers want to
communicate between remote offices through the Internet Ser-
vice Provider (ISP) network [12]. Customers can still access the
public Internet through L3VPN via an Internet Customer Edge
router though strict security policies should be applied to the
Internet Customer Edge router. The topology of a Layer 3 MPLS
VPN network is shown in Figure 7.
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Figure 7 : Layer 3 MPLS Network

Layer 3 packets are protected by Layer 3 MPLS because other
customers cannot access these packets. Unlike Layer 2 MPLS
VPN, the Provider Edge (PE) routers in Layer 3 MPLS VPN are
responsible for routing and forwarding packets according to IP
addresses and MPLS labels. Security is also a big drawback of
Layer 3 MPLS VPN. The VPN does not provide any confidential-
ity or integrity services. This means that a service provider can
easily sniff VPN data and there is no guarantee that the packets
are not corrupted or changed during transfer. Customers can

only trust the service provider, or give up this VPN solution [11].
Layer 3 MPLS VPN has not been chosen to add mobility support
because of its security issues.

3.4 Internet Protocol Security (IPSec)

(IPsec) [4,9] is a suite of protocols for securing IP communica-
tions at the OSI Network Layer. It encrypts IP frames into IPsec
packets and sends the packets to the other end of the networks.
It supports peer authentication, data integrity and data confi-
dentiality (encryption). IPsec can be used to protect IP packets
(OSI Layer 3 packets) between a pair of hosts (Peer to Peer
VPN), between a security gateway and a host (Client to Server
VPN), or between a pair of security gateways (Site to Site VPN).
Compared to other VPN protocols, IPsec is a suite of VPN proto-
cols with very strong security. It is very popular and has already
integrated into the next generation network (IPv6). IPsec is a
complex system which includes encapsulation, encryption, au-
thentication, and key exchange and management. IPsec by itself
is not useful for mobile business scenarios as there is no native
ability to cope with mobile clients. An IPsec extension adds
mobility support to IPsec, which is discussed in RFC 4555 [18].
However, that solution has some limitations.

4. Choosing VPN to add mobility support

The VPN protocols examined do not have a native ability to cope
with mobile clients. Adding mobility support to existing VPN
protocols is one way to solve the problem. The final solution
should have a wide range of applications, good security, small
handoff time and simplicity of usage. A VPN that transfers Layer
2 packets will be chosen as it has a better range of applications
and can transfer almost all kinds of Internet packets: IP packets,
non-IP packets (such as IPX packets) and Layer 2 packets (such
as PPP packets [16]). A brief comparison among different Layer
2 VPN is shown below.

e Layer 2 MPLS VPN has big security issues. It assumes that
ISP network can be trusted and all the packets within ISP
network are not encrypted.

e OpenVPN is not widely used and is relatively weak in secu-
rity

* PPTPis weakin security and is patent encumbered. It is dif-
ficult to modify PPTP.

e L2TP provides Layer 2 tunneling functions and together
with IPsec provides good security. Although L2TP/IPsec
tunnels do not support NAT, IPv6 (next generation network)
has an almost infinite number of addresses that makes NAT
unnecessary.

The L2TP/IPsec tunnel has been chosen to add mobility sup-
port because it has a good range of applications (transferring
Layer 2 packets) and is strong in security (using IPsec).

5. Conclusion

A Virtual Private Network (VPN) is a connection which pro-
vides secure private communication over an insecure network.
VPNs can be classified by topology or by protocol and the ex-
amined VPNs do not have native mobility support. L2TP is an
open source layer 2 tunneling protocol which does not provide
strong authentication by itself and often uses IPsec to secure the
tunnel. L2TP/IPsec is most suitable for adding mobility support
as other VPN protocols have problems with security or other
issues.
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