Smart Share Hub
Secure Cloud File & Note Sharing Platform
Cloud Technologies Assignment
1. Application Description
Smart Share Hub is a cloud-based web application developed using Docker containers and deployed on a Linux virtual machine. The application allows users to upload files, share notes, and access data through a web browser using HTTPS encryption.

The system provides:
1. File upload and sharing
1. Shared notes functionality
1. Persistent database storage
1. Secure HTTPS access
1. Automatic container restart
1. Backup support
1. Public Internet accessibility

The application was developed as part of the Cloud Technologies assignment.

2. Cloud Infrastructure and Technologies Used
Public Cloud Environment
The application is deployed on a Linux virtual machine hosted in the TUKE Cloud infrastructure.

The cloud environment provides:
1. Public IP address
1. Linux VM
1. Network access
1. Firewall configuration
1. Persistent storage

3. Docker Containers and Services
The application uses Docker Compose for orchestration.

Containers Used
	Container
	Purpose

	frontend
	Serves frontend web interface

	backend
	Flask REST API

	postgres
	PostgreSQL database

	nginx
	Reverse proxy and HTTPS



4. Docker Objects Used
Docker Images
Custom images were built for:
1. frontend
1. backend

Official images used:
1. nginx:latest
1. postgres:15
Docker Networks
Docker Compose automatically creates an isolated internal network allowing secure communication between containers.
Docker Volumes
Persistent volumes are used for:
1. PostgreSQL database storage
1. Uploaded files storage

Example volume:
postgres_data:

5. Database Used
The application uses PostgreSQL 15.

The database stores:
1. Shared notes
1. Application metadata

Database connection is configured using environment variables.

Example:
DB_PASSWORD=XXXXXXX

6. Persistent Storage
Persistent storage is implemented using:
1. Docker named volumes
1. Local upload directories

This ensures:
1. Data survives container restart
1. Data survives server reboot
1. Backup capability

7. HTTPS and Security
The application uses:
1. HTTPS protocol
1. NGINX reverse proxy
1. SSL/TLS certificates

Security features:
1. Encrypted traffic
1. Reverse proxy isolation
1. Secret management using environment variables

8. HTTPS Limitation Explanation
During deployment, HTTPS using a public Let's Encrypt certificate was attempted using the DuckDNS domain:
https://joblin-share.duckdns.org
However, certificate generation failed because the cloud environment blocked external validation requests required by Let's Encrypt HTTP-01 verification.

The following issues were encountered:
1. Timeout during domain validation
1. External access to port 80 could not complete successfully
1. TUKE cloud networking restrictions prevented validation requests

Because of this limitation, a fully trusted public certificate could not be automatically issued for the DuckDNS domain.

To still provide encrypted HTTPS communication, a self-signed SSL certificate was configured in NGINX.

As a result:
1. HTTPS encryption works correctly
1. Browser may display a warning because the certificate is self-signed
1. Communication between browser and server is still encrypted

The application therefore still supports HTTPS protocol, but without a publicly trusted certificate authority signature.

For production deployment, the recommended solution would be:
1. Using the official TUKE DNS-based Let's Encrypt method for *.virtual.cloud.tuke.sk
1. Or obtaining a certificate from an approved certificate authority

Despite the browser warning, the application still fulfills encrypted HTTPS communication requirements for testing and demonstration purposes.

9. Cost Analysis (1 Year)
Assumptions
	Parameter
	Value

	Users per day
	1000

	Database/File size
	50 GB

	VM Type
	Small Linux VM

	Deployment
	Docker containers

	HTTPS
	Included



Required Resources
	Resource
	Estimated Specification

	Virtual Machine
	2 vCPU, 4 GB RAM

	Storage
	60 GB SSD

	Public IP
	1

	Network Transfer
	Moderate

	Backup Storage
	50 GB



Estimated Costs
	Resource
	Monthly Cost
	Yearly Cost

	Linux VM
	€12
	€144

	SSD Storage
	€3
	€36

	Public IP
	€1
	€12

	Backup Storage
	€2
	€24

	HTTPS Certificate
	Free
	Free



Total Estimated Yearly Cost: €216 per year
The application uses lightweight Docker containers, making infrastructure costs relatively low.

10. Uploaded Files and Their Content
	File
	Purpose

	docker-compose.yml
	Main deployment configuration

	backend/app.py
	Flask backend application

	backend/Dockerfile
	Backend container build

	backend/requirements.txt
	Python dependencies

	frontend/index.html
	Frontend web interface

	frontend/Dockerfile
	Frontend container build

	nginx/default.conf
	NGINX reverse proxy configuration

	backup.sh
	Backup script

	prepare-app.sh
	Starts application

	remove-app.sh
	Stops and removes application

	.env
	Environment variables

	README.md
	Documentation



11. Configuration Description
Docker Compose
Defines:
1. Containers
1. Volumes
1. Restart policies
1. Environment variables
1. Networking
NGINX Configuration
Handles:
1. HTTPS
1. Reverse proxy
1. Frontend serving
1. Backend API forwarding
Backend Configuration
The backend:
1. Connects to PostgreSQL
1. Handles uploads
1. Provides API endpoints
Environment Variables
Secrets are stored outside source code.

Example:
DB_PASSWORD=XXXXXXXX
The .env file is excluded from Git repository.

12. Running the Application
Start Application
./prepare-app.sh
This script:
1. Builds containers
1. Starts services
1. Configures networking
Stop Application
./remove-app.sh
This script:
1. Stops containers
1. Removes containers
1. Removes networks

13. Public Access
The application is publicly accessible using:
https://joblin-share.duckdns.org
The user can:
1. Upload files
1. Share notes
1. Download files
1. Access content from browser

14. Data Backup Instructions
Run backup script:
./backup.sh
The script:
1. Creates database backups
1. Compresses uploaded files
1. Stores backups inside /backups

Example backup file:
backup_2026-05-12.tar.gz

15. Viewing Access Records and Logs
NGINX Logs
docker logs nginx
Backend Logs
docker logs backend
PostgreSQL Logs
docker logs postgres
These logs allow monitoring:
1. Access requests
1. Errors
1. API calls
1. Database activity

16. Conditions for Running Scripts
prepare-app.sh
Requirements:
1. Docker installed
1. Docker Compose installed
1. .env file configured
1. Linux environment
1. Internet access

Run:
./prepare-app.sh
remove-app.sh
Requirements:
1. Existing Docker deployment

Run:
./remove-app.sh

17. Automatic Restart
Containers use:
restart: always
This ensures:
1. Automatic restart after crashes
1. Restart after VM reboot
1. Improved reliability

18. Public Accessibility
The application is publicly accessible through:
1. Public IP
1. DuckDNS domain
1. HTTPS protocol

The application can be accessed from any modern web browser.

19. External Resources Used
	Resource
	Usage

	Docker Documentation
	Container deployment

	Flask Documentation
	Backend API development

	PostgreSQL Documentation
	Database configuration

	NGINX Documentation
	Reverse proxy configuration

	Docker Compose Documentation
	Multi-container orchestration

	Certbot Documentation
	HTTPS setup

	Stack Overflow
	Troubleshooting

	ChatGPT (Generative AI)
	Development assistance



20. Usage of Generative AI
Generative AI (ChatGPT) was used for:
1. Docker troubleshooting
1. Docker Compose configuration
1. Flask backend debugging
1. PostgreSQL troubleshooting
1. NGINX reverse proxy setup
1. HTTPS configuration assistance
1. Backup script generation
1. Documentation assistance

The generated code and documentation were manually reviewed, modified, tested, and integrated into the final project.

21. Useful Commands
View running containers
docker ps
Restart application
docker-compose restart
View logs
docker logs backend docker logs nginx docker logs postgres
Stop application
docker-compose down
Remove application completely
docker-compose down -v

22. Conclusion
Smart Share Hub demonstrates a complete cloud-native deployment using:
1. Docker containers
1. HTTPS communication
1. Persistent PostgreSQL storage
1. Public cloud hosting
1. Automated backups
1. Environment-based configuration
1. Automatic recovery and restart

The project fulfills the requirements for modern cloud application deployment and demonstrates practical usage of cloud-native technologies.
