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Overview
Cloud Notes Platform is a cloud-native web application developed using Flask, Docker, and Kubernetes. The application allows users to create and store notes using a persistent SQLite database. The project demonstrates modern cloud deployment techniques including containerization, orchestration, persistent storage management, automated deployment, HTTPS configuration, and cloud infrastructure management.
Application Features
- Create and store notes
- Persistent database storage
- Responsive professional user interface
- Containerized deployment using Docker
- Kubernetes orchestration
- Automated deployment scripts
- HTTPS secured communication
- Automatic application restart
- Public cloud deployment
- Centralized logging
- Backup support
Technologies Used
Python Flask, SQLite, Docker, Kubernetes, AWS EC2 Ubuntu VM, Nginx, Certbot, Kubernetes Persistent Volumes, Docker Hub.
Cloud Infrastructure
The application is deployed on an AWS EC2 Ubuntu virtual machine. Kubernetes is used to orchestrate and manage the application containers. Persistent Volumes and Persistent Volume Claims are used for durable database storage.
Application Architecture
Internet User -> HTTPS -> Nginx Reverse Proxy -> Kubernetes Service -> Flask Application Container -> SQLite Persistent Database
Deployment Workflow
1. Build Docker image
2. Push image to Docker Hub
3. Apply Kubernetes manifests
4. Configure persistent storage
5. Deploy application containers
6. Configure Nginx reverse proxy
7. Generate HTTPS certificate using Certbot
8. Expose application publicly
Project Files
app.py - Main Flask application
Dockerfile - Docker build configuration
requirements.txt - Python dependencies
prepare-app.sh - Deployment automation script
remove-app.sh - Application removal script
deployment.yaml - Kubernetes deployment configuration
statefulset.yaml - StatefulSet configuration
service.yaml - Service configuration
pv.yaml - Persistent Volume configuration
pvc.yaml - Persistent Volume Claim configuration
Backup Instructions
kubectl cp zkt25/POD_NAME:/data/app.db backup.db
tar -czf backup.tar.gz /data/
Viewing Logs
sudo tail -f /var/log/nginx/access.log
kubectl logs POD_NAME -n zkt25
Cost Analysis
Estimated yearly cost for 1000 users/day and 50GB storage:
- AWS EC2 Instance: ~240 USD/year
- EBS Storage: ~60 USD/year
- Data Transfer: ~60 USD/year
- Domain Name: ~10 USD/year
- HTTPS Certificate: Free
Estimated Total: ~370 USD/year
Security
HTTPS enabled using Let's Encrypt certificates. Environment variables are used for configuration. Sensitive information is not stored in Git repositories.
External Resources and AI Usage
Documentation from Flask, Docker, Kubernetes, AWS, Nginx, and Certbot was used. Generative AI was used for deployment troubleshooting, UI enhancement suggestions, documentation improvement, and cloud deployment guidance.
Conclusion
Cloud Notes Platform demonstrates a complete cloud-native deployment workflow using Docker, Kubernetes, persistent storage, automated deployment scripts, HTTPS security, and public cloud infrastructure.
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